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ABSTRACT

Ethernethasbeena cornerstonenetworking technologyfor

over 30 years. During this time, Ethernethasbeenextended
from a shared-channddroadcasnetwork to include support
for sophisticategaclet switching. Its plug-and-playsetup,
easymanagementand self-con guration capability are the
keysthatmaleit compellingfor enterprisepplicationsLook-
ing aheadat enterprisenetworking requirementsn the com-
ing years,we examinetherelevanceandfeasibility of scaling
Ethernetio onemillion endsystems.Unfortunately Ethernet
technologiegoday have neitherthe scalability nor the relia-

bility neededo achieve this goal. We take the positionthat
the fundamentalproblemlies in Ethernets outdatedservice
modelthatit inheritedfrom the original broadcashetwork

design.This papermpresentargumentdo supportour position
andproposeshangingEthernets servicemodelby eliminat-
ing broadcasandstationlocationlearning.

1. INTRODUCTION

Today very large enterprisenetworks are often built us-
ing layer 3, i.e., IP, technologies.However, Ethernetbeing
a layer 2 technologyhas several advantageghat malke it a
highly attractve alternatve. Firstof all, Etherneis truly plug-
and-playandrequiresminimal managementln contrast,|P
networking requiressubnetdo be createdroutersto be con-
gured, and addressassignmento be managed- no easy
tasksin a large enterprise. Secondly mary layer 3 enter
prise network servicessuchasIPX and AppleTalk persistin
the enterprise coexisting with IP. An enterprise-wideEther
netwould greatlysimplify the operationof theselayer 3 ser
vices. Thirdly, Etherneequipments extremelycosteffective.
For example, a recentprice quote revealedthat Ciscos 10
GbpsEthernetine cardsellsfor onethird asmuchasCisco's
2.5GbpsResilientPacket Ring (RPR)line cardandcontains
twice asmary ports. Finally, Ethernetsare alreadyubiqui-
tousin the enterpriseervironment. Growing existing Ether
netsinto a multi-site enterprisenetwork is a morenaturaland
lesscomple evolutionarypaththanalternatvessuchasbuild-
ing alayer3 IP VPN. Already mary serviceproviders[1] [2]
are offering metropolitan-areand wide-arealayer 2 Ether
netVPN connectvity to supportthis emeging businessieed.
Looking aheadat enterprisenetworking requirementsn the
comingyears,we askwhetherEthernetcanbe scaledto one
million endsystems.
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Ethernets non-hierarchicalayer 2 MAC addressings of-
ten blamedas its scalability bottleneckbecausdts at ad-
dressingschememakes aggreation in forwardingtableses-
sentiallyimpossible While this mayhave beenthecasen the
past,improvementdn silicon technologiehave removed at
addressingsthemainobstacle Bridgesthatcanhandlemore
than500,000entriesalreadyshiptoday|3].

We arguethatthe fundamentaproblemlimiting Ethernets
scaleis in factits outdatedservicemodel. To make our posi-
tion clear it is helpful to brie y review the history of Ether
net. Ethernetsinventedin 1973wasa shared-channdroad-
castnetwork technology The servicemodel was therefore
extremelysimple: hostscould be attachedandre-attachedht
ary locationon the network; no manualcon gurationwasre-
quired;andary hostcouldreachall otherhostsonthenetwork
with a singlebroadcastessageQOver the years,asEthernet
hasbeenalmostcompletelytransformedthis servicemodel
hasremainedemarkablyunchangedit is the needto support
broadcashsa rst-class servicein today's switchederviron-
mentthatplaguesEthernets scalabilityandreliability.

The broadcasserviceis essentialin the Ethernetservice
model. Sinceend systemlocationsare not explicitly known
in this servicemodel,in normalcommunicationpacletsad-
dressedo a destinationsystemthat hasnot spolen mustbe
sentvia broadcasbr ooded throughouthenetwork in order
to reachthe destinationsystem. This is the normalbehaior
of a shared-channeletwork but is extremelydangerousn a
switchednetwork. Any forwardingloop in the network can
createan exponentiallyincreasinghumberof duplicatepack-
etsfrom asinglebroadcaspaclet.

Implementinghe broadcasservicemodelrequireshatthe
forwardingtopologyalwaysbeloop-free.Thisis implemented
by theRapidSpanninglreeProtocol(RSTP)[4], whichcom-
putesaspanningreeforwardingtopologyto ensurdoop free-
dom. Unfortunately basedon our analysis(seeSection2),
RSTPis not scalableand cannotrecover from bridgefailure
quickly. Notethatensuringoop-freedomhasalsobeena pri-
maryconcerrin muchresearckaimedatimproving Ethernets
scalability[5] [6] [7]. Ultimately, ensuringthata network al-
waysremaindoop-freeis ahardproblem.

The mannerin which the broadcastkerviceis beingused
by higher layer protocolsand applicationsmakes the prob-
lem evenworse. Today mary protocolssuchasARP [8] and
DHCP [9] liberally usethe broadcasserviceasa discovery
or bootstrappingnechanismFor instancejn ARP, to mapan
IP addresnto an EthernetMAC addressa query message
is broadcasthroughouthe network in orderto reachthe end
systemwith the IP addresof interest. While this approach
is simpleandhighly corvenient, ooding the entire network
whenthe network hasonemillion endsystemss clearly un-



scalable.

In summary the needto supportbroadcastsa rst-class
serviceplaguesEthernets scalability and reliability. More-
over, giving end systemshe capabilityto actively ood the
entirenetwork invitesunscalabl@rotocoldesignsandis highly
guestionabldrom a securityperspectie. To completelyad-
dressheseproblemswe believe theright solutionis to elimi-
natethe broadcasservice enablingtheintroductionof a new
control planethatis morescalableandresilient,andcansup-
portnew servicessuchastrafc engineering.

In the next sectionwe exposethe scalabilityandreliability
problemsof today's Ethernet.In Section3, we proposeelimi-
natingthebroadcasserviceanddiscushangeso thecontrol
planethatmalke this possible.We discusgherelatedwork in
Sectior4, andconcludein Section5.

2. PROBLEMS WITH TODAY'S ETHERNET

In this section,we presentevidencethat Ethernettodayis
neitherscalableenoughto supportone million end systems
norfault-resilientenoughfor mission-criticapplicationsThe
problemswe discusshereall ariseasa resultof the broad-
castservicemodelsupportedby Ethernet.To the bestof our
knowledge thisis alsothe rst studyto evaluatethe behaior
andperformancesf RSTP Our resultsstronglycontradictthe
popularbeliefsaboutRSTPS bene ts.

2.1 Poor RSTP Convergence

In orderto safelysupporthebroadcasservicein aswitched
Ethernet,a loop-free spanningtree forwarding topology is
computedby a distributed protocol and all datapaclets are
forwardedalongthis topology The speedatwhich anew for-
warding topology can be computedafter a network compo-
nentfailure determineghe availability of the network. Rapid
SpanninglreeProtocol(RSTP)[4] is achangé&o theoriginal
EthernetSpanningrreeProtocol(STP)[10] introducedo de-
creasdaheamountof time requiredto reactto alink or bridge
failure. WhereSTPwould take 30 to 50 secondgo repaira
topology RSTPis expectedto take roughly threetimesthe
worstcasedelayacrosghenetwork [11].

We now provide a simpli ed descriptionof RSTPwhich
sufces for the purposeof our discussion. RSTP computes
a spanningreeusingdistancevectorstyle adwertisement®of
costto theroot bridgeof thetree. Eachbridgesendsa BPDU
(bridgeprotocoldataunit) paclket containinga priority vector
to its neighborscontainingtheroot bridge's identi er andthe
pathcostto theroot bridge. Eachbridgethenlooks at all the
priority vectorst hasrecevedfrom neighborsandchooseshe
neighborwith the bestpriority vectorasits pathto the root.
Onepriority vectoris superiorto anotherif it hasa smaller
rootidenti er, or, if thetwo rootidenti ers areequal,if it has
asmallerroot pathcost.

The port on a bridge that is on the path toward the root
bridgeis calledtheroot port. A porton abridgethatis con-
nectedo a bridgethatis furtherfrom therootis calleda des-
ignatedport. Notethateachnon-rootbridgehasjust oneroot
port but can have ary numberof designatedports; the root
bridgehasnoroot port. To eliminateloopsfrom the forward-
ing topology if a bridgehasmultiple root port candidatesit

dropsdatatraf ¢ onall candidatesut therootport. Portsthat
dropdatatraf c aresaidto bein stateblodking.

We have built a simulatorfor RSTPandhave evaluatedits
behaior onring andmeshtopologiesvaryingin sizefrom 4
to 20 nodes.We have foundthat, contraryto expectecbeha-
ior, in somecircumstanceRRSTPrequiresmultiplesecondso
converge on anew spanningree. Slow corvergencehappens
mostoftenwhenarootbridgefails, butit canalsobetriggered
whenallink fails. In this section,we explore two signi cant
cause®f delayedconvergence:countto in nity andportrole
negotiationproblems.

2.1.1 Countto In nity

Figurel shaws the corvergencetime for a fully connected
meshwhen the root bridge crashes. We de ne the corver-
gencetimeto bethetime from thecrashuntil all bridgesagree
on a new spanningtreetopology Even the quickestconver
gencetime (5 secondsjs farlongerthanthe expectedcorver-
gencetime on suchatopology(lessthan1 ms). The problem
is that RSTPfrequentlyexhibits countto in nity behaior if
therootbridgeshouldcrashandtheremainingtopologyhasa
cycle.

Whenthe root bridge crashesand the remainingtopology
includesacycle,old BPDUsfor thecrashedridgecanpersist
in the network, racingaroundthe cycle. During this period,
the spanningtree topology also includesthe cycle, so data
traf c canpersistin the network, traversingthecycle continu-
ously Theloop terminatesvhenthe old root's BPDU's Mes-
sageAgaeachedaxAge,whichhappensftertheBPDUhas
traversedMaxAge hopsin the network.

Notethatthewide variationin corvergenceimefor agiven
meshsizeis indicative of RSTPS sensitvity to the synchro-
nization betweendifferent bridges' internal clocks. In our
simulationswe variedtheoffsetof eachbridge's clock, which
leadsto thewide rangeof valuesfor eachtopology

Figure 3 shaws a typical occurrenceof countto in nity
in a four bridge topology The topologyis fully connected,
andeachbridge’s priority hasbeensetup sothatbridgel is
the rst choiceasthe root bridgeandbridge 2 is the second
choice. At timet,, bridgel crashesBridge 2 will thenelect
itself root becauset knows of no otherbridgewith superior
priority. Simultaneouslybridges3 and4 bothhave cachedn-
formationsayingthatbridge2 hasa pathto therootwith cost
20, so both adopttheir links to bridge 2 astheir root ports.
Note that bridges3 and 4 both still believe that bridge 1 is
root, andeachsendsBPDUsannouncinghatit hasa cost40
pathto B1. At t,, bridge4 seesbridge2's BPDU announc-
ing bridge2 is the root. Bridge 4 switchesits root port to its
link to bridge 3, whichit still believeshasa pathto bridge1.
Throughtherestof thetime steps BPDUsfor bridgesl and2
chasesachotheraroundthecycle in thetopology

RSTPattemptdo maintainleastcostpathsto therootbridge,
but unfortunatelythatmechanisnbreaksdovn whenabridge
crashes.The resultis neitherquick corvergencenor a loop-
freeforwardingtopology

2.1.2 HopbyHop Negotiation
Figure2 shavs RSTPS cornvergencetimeson aring topol-
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Figure 1: Time for a full meshtopology to stabilize after

the root bridge crashes.
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Figure 2: Time for aring topologyto stabilize after one
of the root bridge's links fails.
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Figure 3: When bridge 1 crashes the remaining bridges count to in nity .

ogy whena link betweenthe root bridge and anotherbridge
fails. Corvergencetimes are belov 1 seconduntil the 10
bridgering, whenenoughnodesare presenthatprotocolne-
gotiationoverheadeginsto impactdelay eventuallydriving
thecorvergencetime above 3 seconds.

BecausdRSTPseekso avoid forwardingloopsatall costs,
it negotiateseachportrole transition.Initially, in aring topol-
ogy, eachof the two links to the root bridgeis usedby half
the nodesin the ring to reachthe root bridge. Whenone of
thoselinks fails, half the links needto be “turnedaround:. In
otherwords, the two bridge ports connectedo a link trade
roles,cornvertinga portthat's consideredurtherfrom theroot
bridgeinto a portthat's consideredloserto theroot.

Becausehe swap operationcanform aloop, the transition
hasto be explicitly acknavledgedby the bridgeconnectedo
thatport. Usually the bridgeon the otherside of the port re-
spondsalmostimmediatelysinceit caneitheraccepthetran-
sition or suggeshdifferentportrole basedentirelyonits own
internal state. But two problemscan signi cantly slow the
transition.First, if two neighboringoridgesproposeheoppo-
site transitionsto eachother simultaneouslythey will dead-
lock in their nggotiationandbothwill wait 6 secondgor their
negotiation stateto expire. (This situationwasnot obsened
in the simulationsabore.)

Second RSTPS perport limit on the rateof BPDU trans-
missionscanaddsecondso corvergence. Theratelimit takes
effect during periodsof corvergence,when several bridges
issueBPDUs updatingtheir root path costsin a shorttime.
Whenthe rate limit goesinto effect, it restrictsa bridge to

sendingonly oneBPDU perportpersecond.

RSTPS port role negotiation mechanismwhich it usesto
maintaina loop free forwarding topology canin somecir-
cumstancesausecorvergenceto be delayedby seconds.

2.2 MAC Learning Leadsto Traf ¢ Floods

As adirectconsequencef the Etherneservicemodel,Eth-
ernetbridgesneedto dynamicallylearn stationlocationsby
noticing which porttraf ¢ sentfrom eachhostarriveson. If
a bridge hasnot yet learneda host's location, it will ood
trafc destinedfor that hostalongthe spanningtree. When
the spanningreetopologychangege.g. whenalink fails), a
bridgeclearsits cachedstationlocationinformationbecause
topologychangecould leadto a changen the spanningree,
and pacletsfor a given sourcemay arrive on a differentport
onthebridge. As aresult,during periodsof network corver
gencenetwork capacitydropssigni cantly asthebridgesfall
backto ooding. The ensuingchaoscorvertsa local event
(e.g.alink crash)into aneventwith globalimpact.

2.3 ARP DoesNot Scale

ARP (AddressResolutionProtocol)[8] is a protocol that
liberally usesthe Ethernetbroadcasservicefor discoveringa
hosts MAC addresgrom its IP address.For hostH to nd
the MAC addresof a hoston the samesubnetvwork with 1P
addressD, p, H broadcastan ARP querypaclet containing
D,p aswell asits own IP addresgH, p ) onits Etherneinter-
face. All hostsattachedo the LAN receve the paclet. Host
D, whoselP addresss D, p, replies(via unicast)to inform



Figure 4. ARPsreceved per secondover time on a LAN
of 2456hosts.

H of its MAC address.D will alsorecordthe mappingbe-
tweenH,p andHy ac . Clearlythebroadcastrafc presents
a signi cant burdenon a large network. Every hostneedsto
procesall ARP messagethatcirculatein the network.

To limit the amountof broadcastrafc, eachhostcaches
the IP to MAC addressmappingsit is aware of. For Mi-
crosoftWindows (versionsXP andsener 2003), the default
ARP cachepolicy is to discardentriesthathave notbeenused
in atleasttwo minutes andfor cacheentriesthatarein use,to
retransmitan ARP requestvery 10 minutes[12].

Figure 4 shawvs the numberof ARP queriesreceved at a
workstationon CMU's Schoolof ComputeiSciencd AN over
al2hourperiodonAugust9, 2004.At peak thehostreceived
1150ARPspersecondandon average the hostreceved 89
ARPs per second,which corresponddo 45 kbps of trafc.
During the datacollection, 2,456 hostswere obsered send-
ing ARP queries. We expectthat the amountof ARP traf ¢
will scaldinearlywith thenumberof hostsontheLAN. For 1
million hosts,we would expect468,240ARPspersecondor
239Mbpsof ARPtrafc to arrive at eachhostat peak,which
is morethanenoughto overwhelmastandardl00MbpsLAN
connectionlgnoringthelink capacityforcinghoststo handle
anextra half million pacletspersecondo inspecteachARP
pacletwould imposea prohibitive computationaburden.

Notethat ARP helpsillustratethe moregeneraproblemof
how giving endsystemgheability to ood theentirenetwork
openghedoorto unscalablgrotocoldesigns.

3. REPLACING BROADCAST

Ourpositionis to eliminateEthernets broadcasserviceen-
tirely suchthat no more network ooding is allowed. This
leadsto a moresecure scalablenetwork. Note thatwhenwe
eliminatebroadcastwe alsoeliminate ooding of pacletsfor
purpose®f learningstationlocationinformation.

The broadcasserviceenablesa single userto saturateall
users'links by merely saturatinghis own link. And asin
the exampleof ARP, evenwheneachuseris sendinga small
amountof trafc, if theaggraateis broadcastthis canover
whelm userlinks. Currently mary bridgeshave the ability

to imposeratelimits on broadcastBut becauséhe ratelim-

its drop legitimateaswell asattacktraf c, anattackcanstill

shutdown the broadcastervice,which is vital to the proper
functionof today's Ethernet Whetherthetraf ¢ in questions
sanctionede.g. ARP) or not (e.g. adenialof serviceattack),
the overheadf broadcasis fartoo high on alarge network.

Anotherbene t of remaving broadcasis the eliminationof
exponentialpacket copying whenthereareforwardingloops
in the topology Unicasttrafc may persistin the network
when a forwarding loop is present,but the amountof traf-
¢ will not increase. By decreasinghe dangerof a loop
in the forwardingtopology we eliminatethe single greatest
challengeof bridging: maintaininga loop-free topology at
all times. This enableshe network to usea wider array of
bridging protocolsthat cornverge morequickly andusemulti-
ple pathsratherthana spanningreeto forwarddata.

The mostimportantreasonfor eliminating broadcasis to
breakthe dependengon spanningree,presentinghe oppor
tunity to introducea new control planethatis morescalable,
robust, and can be a foundationfor deploying new services.
For example,as Ethernetreplacesribre Channelin storage-
areanetworks (SANSs), thereis a needfor traf c engineering
to balancdoad acrosghe network. And in metropolitan-area
networks, Ethernetrequiresmuchfasterrestoratiorthaneven
link stateroutingcanprovide to enablea corverged network
capableof handlingtelecomaswell asdatatraf c.

In addition,the new control planemusttake over the tasks
thatexisting Ethernebffersto higherlayers.For instancewe
needa replacemenfor ooding to nd a stations location.
This might requirehoststo explicitly registerwhenthey con-
nectto thenetwork, or it canbebasedn existingmechanisms
suchasDHCR Also, anumberof applicationge.g. ARP)rely
on broadcasts a mechanisnfor bootstrapand rendezous.
We mustprovide areplacementmechanisnthatcanalsosup-
portthis type of task.

In thefollowing sectionswe considertwo designsor nen
control planes. The rst is basedon Rexford et al's concept
of a thin control plane[13]. The second,similar to OSl's
CLNP[14] is basednafully-distributedcontrolplanewhich
employs a distributed directoryandlink staterouting. Each
approachllustratesa differentmethodof addressinghe chal-
lengesraisedabore. We alsopresenbasiccalculationsabout
theamountof statethatthe controlplanewill needto handle.

3.1 Thin Control Plane

Rexford et al [13] divide the control planeinto a decision
plane and a disseminatiorplane The decisionplaneis re-
sponsiblefor taskssuchas calculatingforwarding tablesfor
eachswitch in the network. The disseminatiorplaneis re-
sponsiblefor delivering network statusinformationto the de-
cision planeand delivering con guration informationto the
switches.This approaclrefactorsthe network sothatthepro-
cesxf forwardingtablecomputatiorcanbe moved from net-
work switchesto a separatesetof seners.

In our design,the disseminatiorplanes taskis to gather
threetypesof information: network topology link statusand
hoststatus. Topology andlink statusinformation consistof
whatwould usuallybecontainedn alink statedatabasetost



statusnformationcontainsahosts MAC addressl|P address,
andthe switchthe hostis connectedo. In addition,the host
statusinformationalso containsa list of servicesthat a host
offers(e.g. DHCP). Thedecisionplaneusesthis information
to calculateforwardingtablesfor switchesn thenetwork, and
to offer ahostMAC lookupservicefor resolvinglP addresses
andservicenamesnto MAC addresses.
Thedecisionplanehasanumberof improvementoverRSTR
First, it enablesthe network to forward dataover multiple
pathsratherthan just a spanningtree. Further implement-
ing traf c engineeringdesirablen anenterprisenetwork and
vital in a SAN, becomegpossible. And becausehe decision
planealways producesa consistensetof forwardingtables,
the topology is always loop-free, eliminating the impact of
trafc loopingin thenetwork during corvergenceevents.

3.2 Distributed Control Plane

As analternatve to thethin controlplane,we alsoconsider
adesignwhereall of the controlplaneis fully distributedand
fully integratedwith switches. Eachswitch usesa link state
algorithmto computeforwardingpathsandimplementsa di-
rectoryservicethat supportsendsystemlocationandservice
registration.

Eachend systemregisterswith the instanceof the direc-
tory servicerunningatits local bridge. Sincebridgescandis-
covertheMAC addressesf theendsystemsttachedo them
throughthis directoryregistration robustlink-state-basedni-
castrouting is enabled. End systemghat offer servicescan
alsoregistertheir attributeswith the directory Bootstrapping
problemsin ARP and DHCP canbe solved by queryingthe
directoryserviceat the local bridge, usingthe directoryasa
rendezous.

Therearethreeserviceprimitivesfor the directory: Regis-
ter, State,andQuery The Registermessagewhich includes
a sequenc&umber is sentfrom an endsystemto its locally
connectedoridge to registerthe end systems MAC address
and ary additional attributes (e.g. the end systems$ IP ad-
dress).All endsystemsnustregisterwhenthey rst connect
to the network, and periodically re-register while still con-
nected. When a bridge receves a Register messageit will
begin distributing theinformationto neighboringoridges.

Statemessagearesentfrom onebridgeto anothetto circu-
late MAC/attritute dataandlink state.Thedirectoryis there-
forereplicatedatall bridges.TheendsystemMAC addresses
associateavith every bridge combinedwith link-statetopol-
ogy information enableunicastforwarding. The choiceof a
link-stateprotocolensuregjuick routecorvergencewhennet-
work componentgail. Temporaryroutingloopsarestill pos-
sible, but sincebroadcasts not supporteda datapaclet can
atworstpersistin anetwork loop until theloopis resohed.

The Query messages sentby an end systemto its local
bridgein orderto performservicediscovery. The bridgewill
reply eitherwith oneor moreMAC addressesf endsystems
thathave matchingattributes.

3.2.1 DirectoryUsage Examples

ARP Insteadof sendinga broadcasguery a hostin our
systemsendsa querydirectly to its local bridgeaskingfor the

MAC addressH y ac , associatesvith anlP addressH, p . If
the hostis on the network, the querywill beansweredmme-
diately with areply containingH v ac , otherwise the bridge
will returna negative acknavledgment.

DHCP In the DHCP [9] protocol,whena hostattachego
anetwork, it broadcasta DHCPDISCO/ER message Any
DHCP sener on the network cansendbacka DHCPOFFER
messagé replyto offer thehostcon gurationparametersin
oursystemahostqueriests localbridgefor theMAC address
of a hostwith its attribute containing’DHCP”. The bridge
may return one (or more) MAC addresses.The client then
unicastsits DHCPDISCGO/ER messagéo one of the MAC
addressesTherestof the protocolproceedsiormally

3.3 Scalingto One Million Nodes

Independenbf the speci ¢ control planeimplementation,
we can calculatethe approximateamountof dataand over
headthat the control planewill have to dealwith. Thereare
three perspectiesto considerthe overheadfrom: end sys-
tems, routing computation,and the amountof end system
MAC/IP mappinginformation.

From the end hosts perspectie, the additional burden of
having to registerandrefreshstatewith alocal bridgeis neg-
ligible in comparisorto thereductionin theamountof broad-
casttraf ¢ it receives. Extrapolatingbasednourresultsfrom
Section2, onamillion endsystermetwork, ARPtraf ¢ alone
couldaccounfor apeakof 239Mbpsof traf c andanaverage
of 18.55Mbpsof traf ¢ to eachhost.

It would requireatleast1000bridgesto build anetwork ca-
pableof supportingonemillion endsystemsWork by Alaet-
tinoglu,JacobsomandYu [15] hasdemonstratethatarouter's
link stateprotocolprocessinganbefastenougho scaleupto
networkswith thousandef nodesf incrementakhortespath
algorithmsare employedinsteadof Dijkstra's algorithm. As
for link stateupdatetrafc, if weassume000bridgeswith 50
links perbridgesendingupdatesvery 30 minutes this would
translateinto an averagetraf c load of only 3 kbps. Further
recentwork proposeshat ooding bedecreasedr eventem-
porarily stoppedvhenatopologyis stable[16].

We now considerthe burdenof host dataon the control
plane. Let us assumewe usea soft stateprotocolin which
hostinformationwill be refreshedevery minute. For a net-
work with 1 million endsystemsat an averageof 14 bytes
of stateperendsystem(6 bytesfor the MAC address4 bytes
for the IP addressand 4 bytesfor a sequencewumber),14
MB of storageis requiredat eachbridge,and an averageof
1.87Mbpsof bandwidthis requiredperbridge-to-bridgdink.
Again using adaptve ooding whenthe directoryis stable,
we canlower this evenfurther Evenat 1.87 Mbps, thisis a
factorof 10 lessthanthe averageamountof trafc thatARP
wouldimposeon anetwork of this size. Further thedirectory

ooding traf ¢ is only sentover bridge-to-bridgdinks, which
are typically an order of magnitudeor more fasterthanthe
host-to-bridgdinks thatARP traf ¢ is sentover.

Becauseurtargetnetwork is anenterpriseywe assumehat
thehostsonthenetwork arerelatively stableandthat,onaver-
age,ahostonly changestate(beingswitchedon, or changing
thelocationatwhichthehostattache$o the LAN) onceevery



24 hours.With this model,we shouldexpectanaverageof 12
statechangeger second.Let us assumehe peakrateis two
ordersof magnitudehigher or 1200changegersecond.To
supportthis amountof on-demandipdateonly requires134
kbpsof updatetraf c.

4. RELATED WORK

Several researcherbave proposedvaysto augmentspan-
ning tree so thatdatatrafc canuseadditional,off-tree net-
work links. Viking [17] is a systemthatusesEthernets built-
in VLANS to deliver dataover multiple spanningrees.Pelle-

grini etal's Tree-basedurn-Prohibitior[5] isreverse- compatlbl%3

with RSTPbridges,while STAR [18] is reverse-compatible
with STPbridges. Finally, SmartBridge[7] createsmultiple
source-speci cspanningreesthatarealwayspromisedto be
loop-free,evenduring corvergenceevents. All thesepropos-
als aim to maintainEthernets original servicemodel,where
ooding is usedto discover endsystemsandadhocMAC ad-
dresdearningis employed.

LSOM [19] andRbridgeq6] arebothsystemshatpropose
to replacespanningreewith alink stateprotocol,but without
removing broadcastLSOM includesno mechanismnio damp
traf c thatmight be generatedluring a forwardingloop that
couldoccurduringcorvergence.Rbridgesontheotherhand,
encapsulatéayer?2 traf ¢ with anadditionalheadetthatcon-
tainsa TTL value.While our proposalusedink staterouting,
we addresghe fundamentatausefor fearingthata loop will
occur: we changethe servicemodel by remaving broadcast
andlearning.

ARP's scalabilityproblemis fairly well known. ISO's ES-
IS [20] and CLNP [14] protocolsspecify a hostregistration
protocolandaLAN-wide databasef stationlocationsinstead
of ARP. CLNP andES-ISarelayer 3 protocolsthat provide
someof the desirablefeaturesof layer2 (e.g. hostmobility).
In contrast,our approachs to enhancea layer 2 protocolby
addingdesirabldeaturegrom layer3 (e.g.scalability). At the
mechanismevel, our directory servicegeneralizeghe end-
system-routeinteractionin ES-ISby creatinga rendezwous
mechanisnfor servicelocationin additionto hostlocation.
Finally, McDonaldandZnati[21] have comparedARP's per
formanceto thatof ES-1S[20].

5. CONCLUSION

In this paper we argue that thereare strongincentves to
scaleEthernetup to supportl million hosts. However, Eth-
ernets broadcast-baseskervicemodel, which requiresspan-
ning tree, limits its scalability and fault-resilieng. We pro-
posechangingthe servicemodelby remaoving broadcasand
learning. Becausehis enablesus to changeEthernets con-
trol plane,we considertwo alternatve designs:athin control
planeandafully distributedcontrolplane.Bothcreateamore
securescalablerobustnetwork thatcansupportnew services
suchastrafc engineeringandfastrestoration.

Ethernets traditionalusehasbeenin enterprisenetworks,
but todayit is beingdeployedin othersettingsincluding res-
idential broadbandaccess metropolitanareanetworks, and
storageareanetworks. As we arguein this paper eventheen-
terprisenetwork hasbecomeanew settingsinceit will contain

ordersof magnitudemore hosts. That Ethernetcaneven be
ervisionedto work in thesenew settingsis a testamento its

architectureput thereare still numerouschallengego over

come. Most of Ethernets designdecisionswere madelong

beforeit was being deplo/ed in ary of thesenew settings.
Thereforejt makessensdo revisit Ethernets designwith an
eye toward determininghow its architectureshouldcontinue
to evolve.
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