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ABSTRACT
Ethernethasbeena cornerstonenetworking technologyfor
over 30 years.During this time, Ethernethasbeenextended
from a shared-channelbroadcastnetwork to includesupport
for sophisticatedpacket switching. Its plug-and-playsetup,
easymanagement,and self-con�guration capability are the
keysthatmakeit compellingfor enterpriseapplications.Look-
ing aheadat enterprisenetworking requirementsin the com-
ing years,we examinetherelevanceandfeasibility of scaling
Ethernetto onemillion endsystems.Unfortunately, Ethernet
technologiestodayhave neitherthe scalabilitynor the relia-
bility neededto achieve this goal. We take the positionthat
the fundamentalproblemlies in Ethernet's outdatedservice
model that it inheritedfrom the original broadcastnetwork
design.Thispaperpresentsargumentsto supportourposition
andproposeschangingEthernet's servicemodelby eliminat-
ing broadcastandstationlocationlearning.

1. INTRODUCTION
Today, very large enterprisenetworks are often built us-

ing layer 3, i.e., IP, technologies.However, Ethernetbeing
a layer 2 technologyhasseveral advantagesthat make it a
highly attractivealternative. Firstof all, Ethernetis truly plug-
and-playandrequiresminimal management.In contrast,IP
networking requiressubnetsto becreated,routersto becon-
�gured, and addressassignmentto be managed– no easy
tasksin a large enterprise. Secondly, many layer 3 enter-
prisenetwork servicessuchasIPX andAppleTalk persistin
the enterprise,coexisting with IP. An enterprise-wideEther-
netwould greatlysimplify theoperationof theselayer3 ser-
vices.Thirdly, Ethernetequipmentis extremelycosteffective.
For example,a recentprice quote revealedthat Cisco's 10
GbpsEthernetline cardsellsfor onethird asmuchasCisco's
2.5 GbpsResilientPacket Ring (RPR)line cardandcontains
twice as many ports. Finally, Ethernetsare alreadyubiqui-
tous in the enterpriseenvironment. Growing existing Ether-
netsinto a multi-siteenterprisenetwork is a morenaturaland
lesscomplex evolutionarypaththanalternativessuchasbuild-
ing a layer3 IP VPN. Alreadymany serviceproviders[1] [2]
are offering metropolitan-areaand wide-arealayer 2 Ether-
netVPN connectivity to supportthisemergingbusinessneed.
Looking aheadat enterprisenetworking requirementsin the
comingyears,we askwhetherEthernetcanbescaledto one
million endsystems.
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Ethernet's non-hierarchicallayer 2 MAC addressingis of-
ten blamedas its scalability bottleneckbecauseits �at ad-
dressingschememakesaggregation in forwardingtableses-
sentiallyimpossible.While thismayhavebeenthecasein the
past,improvementsin silicon technologieshave removed�at
addressingasthemainobstacle.Bridgesthatcanhandlemore
than500,000entriesalreadyshiptoday[3].

We arguethat thefundamentalproblemlimiting Ethernet's
scaleis in fact its outdatedservicemodel. To make our posi-
tion clear, it is helpful to brie�y review the history of Ether-
net.Ethernetasinventedin 1973wasashared-channelbroad-
castnetwork technology. The servicemodel was therefore
extremelysimple: hostscouldbeattachedandre-attachedat
any locationon thenetwork; nomanualcon�gurationwasre-
quired;andany hostcouldreachall otherhostsonthenetwork
with a singlebroadcastmessage.Over theyears,asEthernet
hasbeenalmostcompletelytransformed,this servicemodel
hasremainedremarkablyunchanged.It is theneedto support
broadcastasa �rst-classservicein today's switchedenviron-
mentthatplaguesEthernet's scalabilityandreliability.

The broadcastserviceis essentialin the Ethernetservice
model. Sinceendsystemlocationsarenot explicitly known
in this servicemodel,in normalcommunication,packetsad-
dressedto a destinationsystemthat hasnot spoken mustbe
sentvia broadcastor �ooded throughoutthenetwork in order
to reachthe destinationsystem.This is the normalbehavior
of a shared-channelnetwork but is extremelydangerousin a
switchednetwork. Any forwarding loop in the network can
createanexponentiallyincreasingnumberof duplicatepack-
etsfrom asinglebroadcastpacket.

Implementingthebroadcastservicemodelrequiresthatthe
forwardingtopologyalwaysbeloop-free.Thisis implemented
by theRapidSpanningTreeProtocol(RSTP)[4], whichcom-
putesaspanningtreeforwardingtopologyto ensureloopfree-
dom. Unfortunately, basedon our analysis(seeSection2),
RSTPis not scalableandcannotrecover from bridgefailure
quickly. Notethatensuringloop-freedomhasalsobeena pri-
maryconcernin muchresearchaimedat improving Ethernet's
scalability[5] [6] [7]. Ultimately, ensuringthata network al-
waysremainsloop-freeis ahardproblem.

The mannerin which the broadcastserviceis being used
by higher layer protocolsand applicationsmakes the prob-
lem evenworse.Today, many protocolssuchasARP [8] and
DHCP [9] liberally usethe broadcastserviceasa discovery
or bootstrappingmechanism.For instance,in ARP, to mapan
IP addressonto an EthernetMAC address,a querymessage
is broadcastthroughoutthenetwork in orderto reachtheend
systemwith the IP addressof interest. While this approach
is simpleandhighly convenient,�ooding the entirenetwork
whenthenetwork hasonemillion endsystemsis clearlyun-



scalable.
In summary, the needto supportbroadcastasa �rst-class

serviceplaguesEthernet's scalability and reliability. More-
over, giving endsystemsthe capability to actively �ood the
entirenetwork invitesunscalableprotocoldesignsandishighly
questionablefrom a securityperspective. To completelyad-
dresstheseproblems,webelieve theright solutionis to elimi-
natethebroadcastservice,enablingtheintroductionof a new
controlplanethat is morescalableandresilient,andcansup-
portnew servicessuchastraf�c engineering.

In thenext section,weexposethescalabilityandreliability
problemsof today'sEthernet.In Section3, weproposeelimi-
natingthebroadcastserviceanddiscusschangesto thecontrol
planethatmake this possible.We discusstherelatedwork in
Section4, andconcludein Section5.

2. PROBLEMS WITH TODAY'S ETHERNET
In this section,we presentevidencethat Ethernettodayis

neitherscalableenoughto supportone million end systems
norfault-resilientenoughfor mission-criticalapplications.The
problemswe discusshereall ariseas a result of the broad-
castservicemodelsupportedby Ethernet.To thebestof our
knowledge,this is alsothe�rst studyto evaluatethebehavior
andperformanceof RSTP. Our resultsstronglycontradictthe
popularbeliefsaboutRSTP's bene�ts.

2.1 Poor RSTPConvergence
In ordertosafelysupportthebroadcastservicein aswitched

Ethernet,a loop-free spanningtree forwarding topology is
computedby a distributed protocol and all datapackets are
forwardedalongthis topology. Thespeedatwhichanew for-
warding topologycanbe computedafter a network compo-
nentfailuredeterminestheavailability of thenetwork. Rapid
SpanningTreeProtocol(RSTP)[4] is achangeto theoriginal
EthernetSpanningTreeProtocol(STP)[10] introducedto de-
creasetheamountof time requiredto reactto a link or bridge
failure. WhereSTPwould take 30 to 50 secondsto repaira
topology, RSTPis expectedto take roughly threetimes the
worstcasedelayacrossthenetwork [11].

We now provide a simpli�ed descriptionof RSTPwhich
suf�ces for the purposeof our discussion.RSTPcomputes
a spanningtreeusingdistancevector-styleadvertisementsof
costto theroot bridgeof thetree.Eachbridgesendsa BPDU
(bridgeprotocoldataunit) packet containingapriority vector
to its neighborscontainingtheroot bridge's identi�er andthe
pathcostto theroot bridge. Eachbridgethenlooksat all the
priority vectorsit hasreceivedfromneighborsandchoosesthe
neighborwith the bestpriority vectorasits pathto the root.
Onepriority vector is superiorto anotherif it hasa smaller
root identi�er, or, if thetwo root identi�ers areequal,if it has
asmallerrootpathcost.

The port on a bridge that is on the path toward the root
bridgeis calledtheroot port. A port on a bridgethat is con-
nectedto a bridgethatis furtherfrom theroot is calleda des-
ignatedport. Notethateachnon-rootbridgehasjust oneroot
port but can have any numberof designatedports; the root
bridgehasno root port. To eliminateloopsfrom theforward-
ing topology, if a bridgehasmultiple root port candidates,it

dropsdatatraf�c onall candidatesbut therootport. Portsthat
dropdatatraf�c aresaidto bein stateblocking.

We have built a simulatorfor RSTPandhave evaluatedits
behavior on ring andmeshtopologiesvarying in sizefrom 4
to 20 nodes.We have foundthat,contraryto expectedbehav-
ior, in somecircumstances,RSTPrequiresmultiplesecondsto
convergeon a new spanningtree.Slow convergencehappens
mostoftenwhenarootbridgefails,but it canalsobetriggered
whena link fails. In this section,we explore two signi�cant
causesof delayedconvergence:countto in�nity andport role
negotiationproblems.

2.1.1 Countto In�nity
Figure1 shows theconvergencetime for a fully connected

meshwhen the root bridge crashes.We de�ne the conver-
gencetimeto bethetimefrom thecrashuntil all bridgesagree
on a new spanningtreetopology. Even the quickestconver-
gencetime(5 seconds)is far longerthantheexpectedconver-
gencetime on sucha topology(lessthan1 ms). Theproblem
is that RSTPfrequentlyexhibits countto in�nity behavior if
therootbridgeshouldcrashandtheremainingtopologyhasa
cycle.

Whenthe root bridgecrashesandthe remainingtopology
includesacycle,old BPDUsfor thecrashedbridgecanpersist
in the network, racingaroundthe cycle. During this period,
the spanningtree topology also includesthe cycle, so data
traf�c canpersistin thenetwork, traversingthecyclecontinu-
ously. Theloop terminateswhentheold root's BPDU's Mes-
sageAgereachesMaxAge,whichhappensaftertheBPDUhas
traversedMaxAgehopsin thenetwork.

Notethatthewidevariationin convergencetimefor agiven
meshsizeis indicative of RSTP's sensitivity to the synchro-
nization betweendifferent bridges' internal clocks. In our
simulations,wevariedtheoffsetof eachbridge'sclock,which
leadsto thewide rangeof valuesfor eachtopology.

Figure 3 shows a typical occurrenceof count to in�nity
in a four bridge topology. The topology is fully connected,
andeachbridge's priority hasbeensetup so thatbridge1 is
the �rst choiceasthe root bridgeandbridge2 is the second
choice. At time t1, bridge1 crashes.Bridge2 will thenelect
itself root becauseit knows of no otherbridgewith superior
priority. Simultaneously, bridges3 and4 bothhavecachedin-
formationsayingthatbridge2 hasapathto therootwith cost
20, so both adopttheir links to bridge2 as their root ports.
Note that bridges3 and 4 both still believe that bridge 1 is
root, andeachsendsBPDUsannouncingthat it hasa cost40
pathto B1. At t2, bridge4 seesbridge2's BPDU announc-
ing bridge2 is theroot. Bridge4 switchesits root port to its
link to bridge3, which it still believeshasa pathto bridge1.
Throughtherestof thetimesteps,BPDUsfor bridges1 and2
chaseeachotheraroundthecycle in thetopology.

RSTPattemptstomaintainleastcostpathsto therootbridge,
but unfortunately, thatmechanismbreaksdown whenabridge
crashes.The result is neitherquick convergencenor a loop-
freeforwardingtopology.

2.1.2 HopbyHopNegotiation
Figure2 shows RSTP's convergencetimeson a ring topol-



Figure 1: Time for a full meshtopology to stabilize after
the root bridge crashes.

Figure2: Time for a ring topology to stabilizeafter one
of the root bridge's links fails.

1
B1, 0

2
B1, 20

3
B1, 20

4
B1, 20

(a) Initial state

2
B2, 0

3
B1, 40

4
B1, 40

(b) t1

2
B2, 0

3
B1, 40

4
B1, 40

(c) t2

2
B2, 0

3
B2, 20

4
B1, 40

(d) t3
2

B1, 60

3
B2, 20

4
B1, 40

(e) t4

2
B1, 60

3
B1, 80

4
B1, 40

(f) t5

2
B1, 60

3
B1, 80

4
B2, 40

(g) t6

Blocked port

Root port
Designated port

Key

Figure 3: When bridge 1 crashes,the remainingbridgescount to in�nity .

ogy whena link betweenthe root bridgeandanotherbridge
fails. Convergencetimes are below 1 seconduntil the 10
bridgering, whenenoughnodesarepresentthatprotocolne-
gotiationoverheadbeginsto impactdelay, eventuallydriving
theconvergencetimeabove 3 seconds.

BecauseRSTPseeksto avoid forwardingloopsat all costs,
it negotiateseachport role transition.Initially, in aring topol-
ogy, eachof the two links to the root bridgeis usedby half
the nodesin the ring to reachthe root bridge. Whenoneof
thoselinks fails,half thelinks needto be“turnedaround.” In
other words, the two bridge ports connectedto a link trade
roles,convertingaport that'sconsideredfurtherfrom theroot
bridgeinto aport that's consideredcloserto theroot.

Becausetheswapoperationcanform a loop, thetransition
hasto beexplicitly acknowledgedby thebridgeconnectedto
thatport. Usually, thebridgeon theothersideof theport re-
spondsalmostimmediately, sinceit caneitheracceptthetran-
sitionor suggestadifferentport rolebasedentirelyon its own
internal state. But two problemscan signi�cantly slow the
transition.First, if two neighboringbridgesproposetheoppo-
site transitionsto eachothersimultaneously, they will dead-
lock in theirnegotiationandbothwill wait 6 secondsfor their
negotiationstateto expire. (This situationwasnot observed
in thesimulationsabove.)

Second,RSTP's per-port limit on the rateof BPDU trans-
missionscanaddsecondsto convergence.Theratelimit takes
effect during periodsof convergence,when several bridges
issueBPDUsupdatingtheir root pathcostsin a short time.
When the rate limit goesinto effect, it restrictsa bridge to

sendingonly oneBPDUperportpersecond.
RSTP's port role negotiationmechanism,which it usesto

maintaina loop free forwarding topology, can in somecir-
cumstancescauseconvergenceto bedelayedby seconds.

2.2 MAC Learning Leadsto Traf�c Floods
As adirectconsequenceof theEthernetservicemodel,Eth-

ernetbridgesneedto dynamicallylearnstationlocationsby
noticingwhich port traf�c sentfrom eachhostarriveson. If
a bridge hasnot yet learneda host's location, it will �ood
traf�c destinedfor that hostalongthe spanningtree. When
thespanningtreetopologychanges(e.g. whena link fails), a
bridgeclearsits cachedstationlocationinformationbecausea
topologychangecould leadto a changein thespanningtree,
andpacketsfor a givensourcemayarrive on a differentport
on thebridge. As a result,duringperiodsof network conver-
gence,network capacitydropssigni�cantly asthebridgesfall
back to �ooding. The ensuingchaosconverts a local event
(e.g.a link crash)into aneventwith globalimpact.

2.3 ARP DoesNot Scale
ARP (AddressResolutionProtocol)[8] is a protocol that

liberally usestheEthernetbroadcastservicefor discoveringa
host's MAC addressfrom its IP address.For hostH to �nd
the MAC addressof a hoston the samesubnetwork with IP
address,D I P , H broadcastsanARP querypacket containing
D I P aswell asits own IP address(H I P ) on its Ethernetinter-
face.All hostsattachedto theLAN receive thepacket. Host
D , whoseIP addressis D I P , replies(via unicast)to inform



Figure 4: ARPs received per secondover time on a LAN
of 2456hosts.

H of its MAC address.D will alsorecordthe mappingbe-
tweenH I P andHM AC . Clearlythebroadcasttraf�c presents
a signi�cant burdenon a largenetwork. Every hostneedsto
processall ARPmessagesthatcirculatein thenetwork.

To limit the amountof broadcasttraf�c, eachhostcaches
the IP to MAC addressmappingsit is aware of. For Mi-
crosoftWindows (versionsXP andserver 2003), the default
ARPcachepolicy is to discardentriesthathavenotbeenused
in at leasttwo minutes,andfor cacheentriesthatarein use,to
retransmitanARPrequestevery10minutes[12].

Figure 4 shows the numberof ARP queriesreceived at a
workstationonCMU'sSchoolof ComputerScienceLAN over
a12hourperiodonAugust9,2004.At peak,thehostreceived
1150ARPspersecond,andon average,thehostreceived89
ARPs per second,which correspondsto 45 kbps of traf�c.
During the datacollection,2,456hostswereobserved send-
ing ARP queries.We expectthat the amountof ARP traf�c
will scalelinearlywith thenumberof hostsontheLAN. For 1
million hosts,we would expect468,240ARPspersecondor
239Mbpsof ARP traf�c to arrive at eachhostat peak,which
is morethanenoughto overwhelmastandard100MbpsLAN
connection.Ignoringthelink capacity, forcinghoststo handle
anextra half million packetspersecondto inspecteachARP
packetwould imposeaprohibitive computationalburden.

NotethatARP helpsillustratethemoregeneralproblemof
how giving endsystemstheability to �ood theentirenetwork
opensthedoorto unscalableprotocoldesigns.

3. REPLACING BROADCAST
Ourpositionis to eliminateEthernet'sbroadcastserviceen-

tirely suchthat no more network �ooding is allowed. This
leadsto a moresecure,scalablenetwork. Notethatwhenwe
eliminatebroadcast,wealsoeliminate�ooding of packetsfor
purposesof learningstationlocationinformation.

The broadcastserviceenablesa singleuserto saturateall
users' links by merely saturatinghis own link. And as in
theexampleof ARP, evenwheneachuseris sendinga small
amountof traf�c, if theaggregateis broadcast,this canover-
whelm userlinks. Currently, many bridgeshave the ability

to imposeratelimits on broadcast.But becausetheratelim-
its drop legitimateaswell asattacktraf�c, anattackcanstill
shutdown thebroadcastservice,which is vital to theproper
functionof today'sEthernet.Whetherthetraf�c in questionis
sanctioned(e.g.ARP) or not (e.g.a denialof serviceattack),
theoverheadof broadcastis far toohighona largenetwork.

Anotherbene�t of removing broadcastis theeliminationof
exponentialpacket copying whenthereareforwardingloops
in the topology. Unicast traf�c may persistin the network
when a forwarding loop is present,but the amountof traf-
�c will not increase. By decreasingthe dangerof a loop
in the forwarding topology, we eliminatethe singlegreatest
challengeof bridging: maintaininga loop-free topology at
all times. This enablesthe network to usea wider arrayof
bridgingprotocolsthatconvergemorequickly andusemulti-
plepathsratherthanaspanningtreeto forwarddata.

The most importantreasonfor eliminatingbroadcastis to
breakthedependency onspanningtree,presentingtheoppor-
tunity to introducea new controlplanethat is morescalable,
robust, andcanbe a foundationfor deploying new services.
For example,asEthernetreplacesFibre Channelin storage-
areanetworks (SANs), thereis a needfor traf�c engineering
to balanceloadacrossthenetwork. And in metropolitan-area
networks,Ethernetrequiresmuchfasterrestorationthaneven
link stateroutingcanprovide to enablea convergednetwork
capableof handlingtelecomaswell asdatatraf�c.

In addition,thenew controlplanemusttake over the tasks
thatexistingEthernetoffersto higherlayers.For instance,we
needa replacementfor �ooding to �nd a station's location.
This might requirehoststo explicitly registerwhenthey con-
nectto thenetwork,or it canbebasedonexistingmechanisms
suchasDHCP. Also,anumberof applications(e.g.ARP)rely
on broadcastasa mechanismfor bootstrapandrendezvous.
Wemustprovidea replacementmechanismthatcanalsosup-
port this typeof task.

In thefollowing sections,we considertwo designsfor new
control planes.The �rst is basedon Rexford et al's concept
of a thin control plane[13]. The second,similar to OSI's
CLNP[14] is basedonafully-distributedcontrolplanewhich
employs a distributeddirectoryandlink staterouting. Each
approachillustratesadifferentmethodof addressingthechal-
lengesraisedabove. We alsopresentbasiccalculationsabout
theamountof statethatthecontrolplanewill needto handle.

3.1 Thin Control Plane
Rexford et al [13] divide the control planeinto a decision

plane and a disseminationplane. The decisionplaneis re-
sponsiblefor taskssuchascalculatingforwardingtablesfor
eachswitch in the network. The disseminationplaneis re-
sponsiblefor deliveringnetwork statusinformationto thede-
cision planeanddelivering con�guration information to the
switches.Thisapproachrefactorsthenetwork sothatthepro-
cessof forwardingtablecomputationcanbemovedfrom net-
work switchesto aseparatesetof servers.

In our design,the disseminationplane's task is to gather
threetypesof information:network topology, link status,and
hoststatus. Topologyand link statusinformationconsistof
whatwouldusuallybecontainedin alink statedatabase.Host



statusinformationcontainsahost'sMAC address,IP address,
andtheswitch thehostis connectedto. In addition,thehost
statusinformationalsocontainsa list of servicesthat a host
offers(e.g. DHCP).Thedecisionplaneusesthis information
to calculateforwardingtablesfor switchesin thenetwork,and
to offer ahostMAC lookupservicefor resolvingIP addresses
andservicenamesinto MAC addresses.

Thedecisionplanehasanumberof improvementsoverRSTP.
First, it enablesthe network to forward dataover multiple
pathsratherthan just a spanningtree. Further, implement-
ing traf�c engineering,desirablein anenterprisenetwork and
vital in a SAN, becomespossible.And becausethedecision
planealwaysproducesa consistentsetof forwardingtables,
the topology is always loop-free,eliminating the impact of
traf�c loopingin thenetwork duringconvergenceevents.

3.2 Distrib uted Control Plane
As analternative to thethin controlplane,wealsoconsider

a designwhereall of thecontrolplaneis fully distributedand
fully integratedwith switches.Eachswitch usesa link state
algorithmto computeforwardingpathsandimplementsa di-
rectoryservicethatsupportsendsystemlocationandservice
registration.

Eachend systemregisterswith the instanceof the direc-
tory servicerunningat its localbridge.Sincebridgescandis-
cover theMAC addressesof theendsystemsattachedto them
throughthisdirectoryregistration,robustlink-state-baseduni-
castrouting is enabled.End systemsthat offer servicescan
alsoregistertheir attributeswith thedirectory. Bootstrapping
problemsin ARP andDHCP canbe solved by queryingthe
directoryserviceat the local bridge,usingthe directoryasa
rendezvous.

Therearethreeserviceprimitivesfor thedirectory: Regis-
ter, State,andQuery. TheRegistermessage,which includes
a sequencenumber, is sentfrom anendsystemto its locally
connectedbridge to register the endsystem's MAC address
and any additionalattributes(e.g. the end system's IP ad-
dress).All endsystemsmustregisterwhenthey �rst connect
to the network, and periodically re-register while still con-
nected. When a bridge receives a Register message,it will
begin distributing theinformationto neighboringbridges.

Statemessagesaresentfrom onebridgeto anotherto circu-
lateMAC/attributedataandlink state.Thedirectoryis there-
fore replicatedatall bridges.TheendsystemMAC addresses
associatedwith every bridgecombinedwith link-statetopol-
ogy informationenableunicastforwarding. The choiceof a
link-stateprotocolensuresquickrouteconvergencewhennet-
work componentsfail. Temporaryroutingloopsarestill pos-
sible,but sincebroadcastis not supported,a datapacket can
atworstpersistin anetwork loopuntil theloop is resolved.

The Query messageis sentby an end systemto its local
bridgein orderto performservicediscovery. Thebridgewill
reply eitherwith oneor moreMAC addressesof endsystems
thathave matchingattributes.

3.2.1 DirectoryUsageExamples
ARP Insteadof sendinga broadcastquery, a host in our

systemsendsaquerydirectly to its localbridgeaskingfor the

MAC address,HM AC , associatedwith anIP address,H I P . If
thehostis on thenetwork, thequerywill beansweredimme-
diatelywith a reply containingH M AC , otherwise,thebridge
will returnanegative acknowledgment.

DHCP In the DHCP [9] protocol,whena hostattachesto
a network, it broadcastsa DHCPDISCOVER message.Any
DHCPserver on thenetwork cansendbacka DHCPOFFER
messagein replyto offer thehostcon�gurationparameters.In
oursystem,ahostqueriesits localbridgefor theMAC address
of a hostwith its attribute containing”DHCP”. The bridge
may return one (or more) MAC addresses.The client then
unicastsits DHCPDISCOVER messageto oneof the MAC
addresses.Therestof theprotocolproceedsnormally.

3.3 Scalingto OneMillion Nodes
Independentof the speci�c control planeimplementation,

we cancalculatethe approximateamountof dataandover-
headthat thecontrol planewill have to dealwith. Thereare
threeperspectives to considerthe overheadfrom: end sys-
tems, routing computation,and the amountof end system
MAC/IPmappinginformation.

From the end host's perspective, the additionalburdenof
having to registerandrefreshstatewith a local bridgeis neg-
ligible in comparisonto thereductionin theamountof broad-
casttraf�c it receives.Extrapolatingbasedonourresultsfrom
Section2, onamillion endsystemnetwork, ARPtraf�c alone
couldaccountfor apeakof 239Mbpsof traf�c andanaverage
of 18.55Mbpsof traf�c to eachhost.

It wouldrequireat least1000bridgesto build anetwork ca-
pableof supportingonemillion endsystems.Work by Alaet-
tinoglu,Jacobson,andYu [15] hasdemonstratedthatarouter's
link stateprotocolprocessingcanbefastenoughto scaleupto
networkswith thousandsof nodesif incrementalshortestpath
algorithmsareemployed insteadof Dijkstra's algorithm. As
for link stateupdatetraf�c, if weassume1000bridgeswith 50
links perbridgesendingupdatesevery30minutes,thiswould
translateinto anaveragetraf�c loadof only 3 kbps. Further,
recentwork proposesthat�ooding bedecreasedor eventem-
porarily stoppedwhena topologyis stable[16].

We now considerthe burdenof host dataon the control
plane. Let us assumewe usea soft stateprotocol in which
host informationwill be refreshedevery minute. For a net-
work with 1 million endsystems,at an averageof 14 bytes
of stateperendsystem(6 bytesfor theMAC address,4 bytes
for the IP address,and 4 bytesfor a sequencenumber),14
MB of storageis requiredat eachbridge,andan averageof
1.87Mbpsof bandwidthis requiredperbridge-to-bridgelink.
Again using adaptive �ooding when the directory is stable,
we canlower this even further. Even at 1.87Mbps, this is a
factorof 10 lessthantheaverageamountof traf�c thatARP
would imposeonanetwork of thissize.Further, thedirectory
�ooding traf�c is only sentoverbridge-to-bridgelinks, which
are typically an order of magnitudeor more fasterthan the
host-to-bridgelinks thatARPtraf�c is sentover.

Becauseour targetnetwork is anenterprise,weassumethat
thehostsonthenetwork arerelatively stableandthat,onaver-
age,ahostonly changesstate(beingswitchedon,or changing
thelocationatwhichthehostattachesto theLAN) onceevery



24hours.With thismodel,weshouldexpectanaverageof 12
statechangespersecond.Let usassumethepeakrateis two
ordersof magnitudehigher, or 1200changespersecond.To
supportthis amountof on-demandupdateonly requires134
kbpsof updatetraf�c.

4. RELATED WORK
Several researchershave proposedwaysto augmentspan-

ning treeso that datatraf�c canuseadditional,off-tree net-
work links. Viking [17] is a systemthatusesEthernet's built-
in VLANs to deliverdataover multiplespanningtrees.Pelle-
grini etal'sTree-basedTurn-Prohibition[5] is reverse-compatible
with RSTPbridges,while STAR [18] is reverse-compatible
with STPbridges. Finally, SmartBridge[7] createsmultiple
source-speci�cspanningtreesthatarealwayspromisedto be
loop-free,evenduringconvergenceevents.All thesepropos-
als aim to maintainEthernet's original servicemodel,where
�ooding is usedto discoverendsystemsandadhocMAC ad-
dresslearningis employed.

LSOM [19] andRbridges[6] arebothsystemsthatpropose
to replacespanningtreewith a link stateprotocol,but without
removing broadcast.LSOM includesno mechanismto damp
traf�c that might be generatedduring a forwardingloop that
couldoccurduringconvergence.Rbridges,on theotherhand,
encapsulatelayer2 traf�c with anadditionalheaderthatcon-
tainsa TTL value.While ourproposaluseslink staterouting,
we addressthefundamentalcausefor fearingthata loop will
occur: we changethe servicemodelby removing broadcast
andlearning.

ARP's scalabilityproblemis fairly well known. ISO's ES-
IS [20] andCLNP [14] protocolsspecifya host registration
protocolandaLAN-wide databaseof stationlocationsinstead
of ARP. CLNP andES-ISarelayer 3 protocolsthat provide
someof thedesirablefeaturesof layer2 (e.g. hostmobility).
In contrast,our approachis to enhancea layer2 protocolby
addingdesirablefeaturesfrom layer3 (e.g.scalability).At the
mechanismlevel, our directory servicegeneralizesthe end-
system-routerinteractionin ES-ISby creatinga rendezvous
mechanismfor servicelocation in addition to host location.
Finally, McDonaldandZnati [21] have comparedARP's per-
formanceto thatof ES-IS[20].

5. CONCLUSION
In this paper, we argue that therearestrongincentives to

scaleEthernetup to support1 million hosts. However, Eth-
ernet's broadcast-basedservicemodel,which requiresspan-
ning tree, limits its scalabilityand fault-resiliency. We pro-
posechangingtheservicemodelby removing broadcastand
learning. Becausethis enablesus to changeEthernet's con-
trol plane,we considertwo alternative designs:a thin control
planeandafully distributedcontrolplane.Bothcreateamore
secure,scalable,robustnetwork thatcansupportnew services
suchastraf�c engineeringandfastrestoration.

Ethernet's traditionalusehasbeenin enterprisenetworks,
but todayit is beingdeployed in othersettingsincludingres-
idential broadbandaccess,metropolitanareanetworks, and
storageareanetworks.As wearguein thispaper, eventheen-
terprisenetwork hasbecomeanew settingsinceit will contain

ordersof magnitudemorehosts. That Ethernetcaneven be
envisionedto work in thesenew settingsis a testamentto its
architecture,but therearestill numerouschallengesto over-
come. Most of Ethernet's designdecisionsweremadelong
before it was being deployed in any of thesenew settings.
Therefore,it makessenseto revisit Ethernet's designwith an
eye toward determininghow its architectureshouldcontinue
to evolve.
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